INSTRUCTIUNI DE INSTALARE A MEDIULUI DE LUCRU

Pentru verificarea semnaturii aplicate documentelor .pdf emise in cadrul ,spatiului privat
virtual” se parcurg urmatorii pasi:
1. Instalare certificatului autoritate MFP
2. Instalarea produsului Adobe Reader
3. Configurarea produsului Adobe Reader:

1. Instalare certificatului autoritate MFP
Descarcati certificatul autoritatii MFP accesand link-ul
https://static.anaf.ro/static/10/Anaf/depunere declaratii/autoritate.zip
- Dezarhivati fisierul
- Dati dublu click pe fisierul “autoritate.cer”

General | petails | Certfication Path |

®
Certificate Information

This certificate is intended for the following purpose{s):

+allissuance policies
+ 4l application policies

Issued bo:  MFP Autoritate Certifier

Issued by: MFP Autoritate Certifier

¥alid from 22.03.2007 bto 23.03.2037

Install Certificate...l Issuer Statement |
Ok |

- Apasati butonul “Install Certificate” apoi butonul “next”



https://static/10/Anaf/depunere_declaratii/autoritate.zip

Certificate Import Wizard

x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lisks from your disk to a
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Mext,

% Back I Mexk = I

Cancel |

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, oF you can specify a location For

" mukomatically seleck the certificate store based on the bvpe of certificate;

™ Place all certificates in the Follawing stare

Cettificate store;

Browse, .. |

Cancel

< Back I Mexk = I

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following setkings:

Certificate Store Selected  Automatically determined by t
Caonkent Certificate

<] | i

x|

Cancel

< Back I Finish I

- Apasati Butonul “Finish”




Certificate Import Wi x|

\!LJ) The impart was successfFul,

Certificatul autoritatii va fi instalat in browser

Intended purpose: I::F'.Il:b j

Irtermediate Certification Autharities  Trusted Rook Certification Autharities | Trusted Publ_4 | k |

Issued To | Issued By | Expiratio... | Friendly Mame | ﬂ
=l LuxTrust Global Root  LuxTrust Global Reot 17.03.2021  LuxTrust Global ...
Man:au:u Post eSignTr... Macao Posk e5ignTrus,,.  30.01.2013 Macao Posk e5ig...
Man:au:u Post eSignTr... Macao Posk e5ignTrus,..  06.01.2020  Macao Posk e5ig...

E= MFP Autoritate Cer,..  MFP Autaritate Certifier <Monez=

Min:rn:nsec e-5zigno ... Microsec e-5zigno Rao... MicroSec e-5zign... 1
EMicrosec e-Szigno ... Microsec e-Szigno Ro... 300122029 MicroSec e-5Szign...
[EMicrosoft Authentic... Microsaft Authenticod...  01.01.2000  Microsoft Authe. ..
Microsoft Root Adk,..  Microsoft Root Authority  31,12.2020  Microsoft oot a,.,

= Microsoft Root Cert.., Micrasoft Roat Certifi.,,  10,05.2021  Microsoft Raot C... ﬂ

| Fra - - -

Impart. .. | Expart. .. Remove fdvanced. ..

Cettificate intended purposes

<Al

View

|

Close

2. Instalarea produsului Adobe Reader

inainte de a descarca kitul de Adobe Reader, va rugdm sa consultati configuratia hardware
solicitata de producatorul aplicatiei, in functie de sistemul de operare al calculatorului dvs.

3. Configurarea produsului Adobe Reader:

- pentru versiunea Adobe Reader 9, se importa autoritatea de certificare (autoritate.cer,
fisier care se descarca din link-ul
http://static.anaf.ro/static/10/Anaf/depunere_declaratii/autoritate.zip

Se deschide Adobe Reader Din meniul ,Document” se alege optiunea ,Manage trusted
identities”. Rezultatul acestei actiuni il reprezinta aparitia unei ferestre ,Manage Trusted

9y ~

ldentities” in care se actioneaza butonul ,Add Contacts”.


http://static.anaf.ro/static/10/Anaf/depunere_declaratii/autoritate.zip

Manage Trusted Identities i

Dislay: :
Name | Add Contacts... I
Request Contact... |
tane |
EXporE, |
Delete I
New Group... |
Help Close |

Rezultatul acestei actiuni este aparitia unei ferestre ,Choose contacts to import” de unde se
actioneaza butonul ,Browse...”.

Prin intermediul acestuia se poate localizeaza Autoritatea de Certificare (fisierul cu
extensia ,.cer’) ce se doreste a fi instalata. Dupa localizare, Autoritatea de Certificare va
aparea in cadrul rubricii ,Contacts”.

Printr-un singur click cu mouse-ul va fi transmisa si in rubrica inferioara ,Certificates”.
Aici, este din nou actionata cu un singur click pentru a fi selectata, urmata de actionarea
butonului ,Trust ...” .

x|

This dialog will allow you to select contacts to import into your trusted identities, You can also set the trust for
any certificates associated with the contacts being imported.

~Contacts

Name | Email
[ autoritate de Certificare pentru Portal

- Certificates
This list displays the certificates associated with the currently selected contact.

Autoritate de Certificare ... Autoritate de Certificar... 15.




Rezultatul acestei actiuni este o fereastra ,Import Contact Settings” unde se bifeaza vor bifa
toate cele patru cele patru optiuni de la , Trust this certificate for:” asa cum se vede in imaginea
urmatoare.

Import Contact Settings il

— Certificate Details

Subject:  Autoritate de Certificare pentru Paortal
Issuer: Autoritate de Certificare pentru Portal
zage: Mok specified

Expiration: 2016.09,15 23:59:00 2

Trusk |

Trusk this certificate for:

¥ signatures and as a trusted roat
v Certified documents

v Dvnamic conkent

v Embedded high privilege Jawascript

Dupa actionarea butonului ,OK” se revine la fereastra ,Choose contacts to import” unde
se va actiona butonul ,Import”. Rezultatul acestei operatii este o fereastra intitulata ,Import
Complete” care se inchide prin intermediul butonului ,OK”.

Verificarea instalarii fisierului Autoritate de Certificare se poate face in fereastra
.,Manage Trusted ldentities” selectand optiunea ,Certificates” din cadrul rubricii ,Display”.

Manage Trusted Identities i

Display: ICertificatcs 3

Name l Issuer ] Expires I Add Contacts... |

lZ3 adobe Root CA  Adobe Root CA 2023.01.09 00:07...
S Autoritate de C...  Autoritate de Cert... 2016.09.15 23:59... Request Contact... |
Edit Trust... ]
Export... |
Delete |
Show Certificate... |

Help Close

- pentru versiunea de Adobe Reader X, XI, in situatia in care semnatura este unknown
dupa instalarea root-ului, se fac urmatoarele setari:
o se selecteaza Edit — Preferences — Signatures — Verification. Se selecteaza
butonul More aferent ,Control how and when signatures are verified”. Din
fereastra urmatoare se bifeaza Validating Signatures si Validating Certified



Documents din cadrul sectiunii Windows Integration — Trust ALL root certificates
the Windows Certificate Store for

Signature Yerification Preferences x|

Iv ‘erify signatures when the document is opened
[ when document has valid but untrusted signatures, prompt to review and trust signers

—werification Behavior
When Yerifying:

= Lse the document-specified method; prompt if unavailable

" Use the document-specified method; it unavailable, use default method

™ Always use the default methad: Adobe Default Security j

v Reguire certificate revocation checking to succeed whenever possible during signature verification

[ Ignore document walidation information

—werification Time
Yerify Signatures Using,

¥ Time at which the signature was created
™ Secure time (timestamp) embedded in the signature

™ Current time

v Use expired timestamps

—Werification Information
Autornatically add verification information when saving signed PODF:

= 2k when verification information is too big
i Always
" Mever

—Windows Integration
Trust ALL root cerfificates in the Windows Cerfificate Store for:

v walidating Signatures
v walidating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted
content, Take care before enabling these features,

Help | Ik, I Cancel

o se selecteaza Certificate Details



p8 D200_test.pdf - Adobe Reader
File Edit View Window Help

DEZXeE 6=

Tools Sign Co

Zﬁ At least one signature has problems.

@ Signatures

[« [v]

Validzte Al

A

75@

Signature Detals

Field: signature on page 1
Click to view this version

Ministerul Finantelor
@’ Signature validity is unknown:

——— Document has not been modified since
Signature is valid, but revocation of thej
Signing time is from the clock on the sig

Last Checked: 2015.03.31 09:45:33 +03'(

[ Declartie Rectificativa

1. DATE DE IDENTIFICARE A CONTRIBUABILULUI

Walidity unk
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Taiafon Cont bancar

(zuma de control)

IIL DATE PRIVIND VENITURILE REALIZATE, PE SURSE SI CATEGORII DE VENIT

1 A DATE PRIVIND ACTIVITATEA DESFASURATA

v Export PDF

|»

Adobe ExportPDF
Convert PDF files to Word or Exc

Select PDF File:

' p200_test.pdf

1

Convert To:

Microsoft Word (*.doc)

Recognize Text in English{L.!
Change

1. Categoria de venit T Veninur & profest hare
2. Determinarea veniruiui pet T Cote Torfetars de chalnell

3. Forma de orzanizare TIndrvidul I

4. Ofbiecmul principal de activitate (cod CAEN) - » Create PDF
5_Sediul | Datsle de identificars ale bunului pentra care se cedsaz folosinta » Send Files
6. Documenml T 7L | T | 8 Daa. [ I002Z0IZ

B T8 Dam st | T00% » Store Files

1B. VENIT NET / CASTIGNET ANUAL

1. Venit brut

2. Cheltuieli deductibile

3.1 Contributii sociale obligatorii, potrivit legii

3. Venit amul (rd.1 - 7d 2), din cage:

3.1. Venit nat aferent activitatilor cu regim de retinere lx sursa a impogituli

4. Castig met anual

o e o| ol of of of

5. Pierder fiscala (rd.2 - rd 1) / Pierdere neta anuala

Se selecteaza tab-ul Trust — Add to Trusted Certificates




Certificate Viewer X|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed
because none of the chains were issued by a trust anchor.

¥ Showye all certification paths found

| = MFP Autoritate Certifier  Summary | Details | Revocation | Trust | Policies | Legal Notice

Ministerul Finantelor Publice

Issued by: MFP Autoritate Certifier
Ministerul Finantelor Publice
Valid from:  2015/03/29 13:18:13 +03'00°
Walid to:  2018/03/30 13:18:13 +03'00°

Intended usage: (sign transaction, Encrypt keys, Client
Authentication, Code Signing, Email
Protection

Export... |

KN — i

The selected certificate path is valid.

The path validation and revocation checks were done as of the signing time:
2015/03/30 18:49:22 +03'00°
Validation Model: Shell

oK |

Si se bifeaza: Certified documents, Dynamic content, Embedded high privilege JavaScript,
Privileged system operations (networking, printing, file access, etc).




Import Contact Settings

r EryRanmic COnten:

™ Embtedded High fr

HrivilEgen e operations netwarking, printing, file




