INSTALLATION INSTRUCTIONS

In order to verify the signature applied to the .pdf documents issued within the Virtual
Private Space you should take the following steps:

1. Install the MPF authority certificate
2. Install Adobe Reader
3. Configure Adobe Reader.

1. Install the MFP authority certificate

Download the MFP authority certificate from this link:
https://static.anaf.ro/static/10/Anaf/depunere_declaratii/autoritate.zip
- Unzip the file

- Double click "autoritate.cer” file

General | petails | Certification Path |

&
Certificate Information

This certificate is intended for the following purpose({s):

+ 0l issuance policies
+ 4l application policies

Issued bo:  MFP Autoritake Certifier

Issued by: MFP Autoritake Certifier

¥alid from 22.03.2007 to 23.03.2037

Install Certificate, . I Issuer Statement |

8]4 |

- Click "Install Certificate”
- Click "Next”



Certificate Import Yizard x|

Welcome to the Certificate Import

' Wizard

This wizard helps wou copy certificates, certificate brusk
lisks, and certificate revacation lists From waour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network,
conneckions, & cerkificake skore is the syskem area where
certificates are kept.

To cantinue, click Mesxt,

< Bach I Mext = I Cancel

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or ywou can specify a location For

% nuromatically select the certificate store based on the bype of certificate!

™ Place all certificates in the Following store

Certificate store:

Browse, ., |

< Back I Mext = I Zancel




Certificate Import Wizard

Completing the Certificate Import
Wizard

¥ou have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selected  Automatically determined bey ¢
Conkent Certificate
J | B

< Back I Finish I Cancel |

- Click "Finish”

Certificate Impork |
L
J‘) The import was successul,

The authority certificate will be installed in browser




Intended purpose: I::F'.II} j

Intermediate Certification Authorities  Trusted Roob Certification Autharities | Trusted Publ 4 | 4 |

Issued To | Issued By | Expiratio, ., | Friendly Mame |i|
EdLuxTrust Global Root  LuxTrust Global Roat 17.03.2021  LuxTrust Global ...
Macau:u Post eSignTr... Macao Posk e5ignTrus,..  30.01.2013 Macao Post e5ig...
Macau:u Post eSignTr... Macao Post e5ignTrus,..  06.01.2020  Macao Post e5ig...
MFP Autoritake Cer... MFP Autoritate Certifier 23 2057 =MNaone>

Miu:ru:useu: e-5zigno ... Microsec e-5zigno Rao...  06.04.2017  MicroSec e-Szign... 1
Min:rn:nsec e-5zigno ... Microsec e-Szigno Ro,.. 30.12.2029  MicroSec e-Szign...
EdMicrosoft Authentic... Microsoft Authenticod...  01.01,2000  Micrasoft Authe. .
EdMicrosoft Raot Aut...  Microsoft Roct Authority  31.12.2020  Microsoft Roat A,

EdMicrosoft Raot Cert... Microsoft Root Certifi,..  10.05.2021  Micrasaft Root ... LI

| P - - - -

Impaort. .. | Export. .. Remove Advanced. ..

Certificate intended purposes

<all=

Close

=
Wig |

2. Install Adobe Reader

Before downloading Adobe Reader please check the hardware configuration
recommended by the application manufacturer.

3. Configure Adobe Reader

- For Adobe Reader 9 certification authority/autoritatea de certificare should be imported.
( the file autoritate.cer will be downloaded from this link:
http://static.anaf.ro/static/10/Anaf/depunere_declaratii/autoritate.zip )

Open Adobe Reader
From "Document” menu choose "Manage trusted identities”. In "Manage trusted identities”

window click "Add Contacts” button.



Manage Trusted Identities

Display: |{@aiae

Name [ Add Contacts... |
Request Contact... |

Detais, . I

EXDOTE, ., |

Delete I

New Group,.. |

g

Help

In "Chose contacts to import” window click "Browse”. Identify and select the Certification
authority/Autoritatea de certificare (.cer file). After this action the certification authority/
autoritatea de certificare will appear in "Contacts” window.

With a single mouse click, it will also be sent to the "Certificates" section below.

Select it with a single click and then click "Trust” button

Choose Contacts to Import m ; ll

This dialog will allow you to select contacts to import into your trusted identities, You can also set the trust for
any certificates associated with the contacts being imported.

~Contacts

Name | Email
[ utoritate de Certificare pentru Portal

- Certificates
This list displays the certificates associated with the currently selected contact,
Subje

Autoritate de Certificare ...

Autoritate de Certificar...  15.09.2016 23:59:00

Help I Import Cancel




The result of this action will open a window "Import Contact Settings” where all for options
from "Trust this certificate for” should be selected as can be seen in the picture below.

Import Contack Settings EI

—Certificate Details

Subject;  Autoritake de Certificare pentru Parkal
Issuer: Auboritake de Certificare pentru Portal
Usage: Mot specified

Expiration: 2016.09,15 23:59:00 £

Trusk

Trust this certificate For:

¥ signatures and as a trusted rook
I¥ Certified documents

W Dvnamic content

¥ Embedded high privilege Javascript

After clicking "OK” return to the "Choose contacts to import" window where the "Import"

button will be clicked on. After this action will appear a window called "Import Complete”.
Click OK to close the window.

Checking the installation of the Certification Authority/ Autoritatea de Certificare file can be

done in the "Manage Trusted Identities" window by selecting the "Certificates" option under
the "Display" heading.



Manage Trusted Identities

Display: | Certificates =]

Name l Issuer ] Expires ] Add Contacts... |

[E5adobe Root CA  Adobe Root CA 2023.01.09 00:07...
S Autoritate de C...  Autoritate de Cert... 2016.09.15 23:59... Request Contact... |
Edit Trust... |
Export... |
Delete |
New Group, |

Show Certificate... |

Help Close

For Adobe Reader X, Xl, if the signature is unknown after the root install, the following
settings should be done:

- select Edit — Preferences — Signatures — Verification. Select More under ,Control
how and when signatures are verified” menu. In next window select Validating Signatures
and Validating Certified Documents from Windows Integration — Trust ALL root certificates
the Windows Certificate Store for section.



Signature ¥erification Preferences

v “erify signatures when the document is opened
[ when docurment has valid but untrusted signatures, prampt to reviess and trust signers

—Werification Behavior
When Yerifying:

e |Jze the document-specified method; prompt if unavaiable
" |Jze the document-specified method; if unavailable, use default method

O always use the default method: Adobe Default Security j

[ Ignore document validation information

¥ Reguire certificate revocation checking to succeed whenever possible during signature verification

—Werification Time
Werify Signatures Lsing:

& Time at which the signature was created
" Secure time (timestarnp) embedded in the signature

£ Current time

v Use expired timestamps

—werification Information
Autornatically add werification inforrmation when saving sighed POF:

& pck when verification information is tao big
 Always
" Mever

—Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

v walidating Signatures
v alidating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted
content, Take care before enabling these features,

Cancel

Help | I

Select Certificate Details




¢l D200_test pdf - Adobe Reader
File Edit WView Window Help

REFeE 6|

HE |2z |

Tools Sign Co

% At least one signature has problems.

D signatures [« []
f B Validate Al
j——{ Sy v

@’ Signature validity is unknown:

Document has not been modified since
Signature is valid, but revocation of the
Signing time is from the clock on the sig
Signature Details
Last Checked: 2015.03.31 09:45:33 +03']
Field: signature on page 1
Click to views this version
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-

v Export PDF

DECLARATIE Validity un
privind vexiturile realizate oty oy d e
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1. DATE DE IDENTIFICARE A CONTRIBUABILULUIL
[l ]
Adreaa

[ Declaratie Rectificativa

Tlafn. Contbancar

{(5uma de contral)

II. DATE PRIVIND VENITURILE REALIZATE, PE SURSE SI CATEGORII DE VENIT
1 A DATE FRIVIND ACTIVITATEA DESFASURATA

Adobe ExportPDF
Convert PDF files to Word or Exc

Select PDF File:

%5 D200_test.pdf

1

Convert To:

Microsoft Word (*.doox)

Recognize Text in English(U.!
Change

1. Categoria de venit 2 Veniruri din profesii Libere |

1. Determinarea venitului net| 3 Cote forfetare de chalnuiell |

3. Forma de orzanizare | T Indfvidmal | [

4. Obiectul principal de activitate {cod CAEN) » Create PDF
s ]

5 Sadiul / Datsle de identificare ale bunuhui pentru care se cedeara folosints » Send Files

6. Documenrul T THL | T [ 5. Dam | 10023013

nam [ momm—] T Da s [T > Store Files

1B. VENIT NET / CASTIG NET ANUAL

1. Venit brut
2. Cheltuieli deductibil

2.1 Contributii sociale obligatorii, potrivit legii
3. Venit amual (rd.1 - rd 3}, din care:

3.1. Venit nat aferent activitatiler cu regim de retiners la sursa a impozitului
4. Castig met anual
5. Pierder fscala (rd.2 - 1d 1) / Plerdere neta anuala

o ol of ] of of =f

Select Trust tab — Add to Trusted Certificates




Certificate Viewer x|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed
because none of the chains were issued by a trust anchor.

¥ | Showe all certification paths found

| =l MFP Autoritate Certifier sSummary |Demils| Revumtiun' Tru5t| Puliciesl Legal Motice

Ministerul Finantelor Publice

Issued by:  MFP Autoritate Certifier
Ministerul Finantelor Publice
Walid from:  2015/03/29 13:18:13 +03'00°
Walid to:  2018/03/30 13:18:13 +03'00°

Intended usage: [sign transaction, Encrypt keys, Client

Authentication, Code Signing, Email
Protection

Export... |

KN — i

The selected certificate path is valid.

The path validation and revocation checks were done as of the signing time:
2015/03/30 16:49:22 +03'00°
Validation Model: Shell

oK |

Select: Certified documents, Dynamic content, Embedded high privilege JavaScript,
Privileged system operations (networking, printing, file access, etc).
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